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1. Introduction

Why Do Industrial Cellular Communication Devices Need

"Redundancy"?

In critical application scenarios such as Industrial IoT, intelligent transportation

systems, and remote monitoring, network connection reliability directly affects

system operational stability. Consider these scenarios:

 Smart Grid Monitoring Station suddenly loses control of distribution equipment due to

network interruption

 Unmanned Vending Machine cannot process payments during peak hours due to signal

issues

 Remote Medical Equipment experiences communication failure at critical diagnostic

moments
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These scenarios illustrate a core requirement:When the primary communication

link fails, the system must be able to quickly switch to a backup link. This is the core

objective of redundancy design for cellular communication devices.

Currently, there are two mainstream redundancy solutions in the industry:

 Single Module Dual-SIM: One communication module manages two SIM cards

 Dual Module Solution: Two independent communication modules each manage their

own SIM cards

This whitepaper provides an in-depth analysis of the technical principles,

performance differences, and application scenarios of these two solutions to help

engineers and product managers make optimal choices.

2. Basic Concept Analysis

2.1 Single Module Single-SIM

The most basic cellular communication configuration:

 Hardware Components: 1 cellular module + 1 SIM card

 Operating Mode: Single network connection, no redundancy capability

 Typical Applications: Consumer routers, simple data acquisition devices

Limitation: Device goes completely offline when network fails or SIM card

malfunctions.

2.2 Single Module Dual-SIM

Achieves redundancy through a dual-SIM capable cellular module.

Hardware Architecture Diagram:

Cellular Communication Module (single chip)

├── SIM Card Slot 1

├── SIM Card Slot 2

└── RF Front-end (shared)

Key Features:

 Two SIM cards time-multiplex the same RF link



 Only one SIM card is active at any given moment

 Card switching controlled by software logic

2.3 Dual Module (Dual Module / Dual Modem)

Uses two completely independent cellular modules.

Hardware Architecture Diagram:

Module A (SIM Card A + RF Link A)

Module B (SIM Card B + RF Link B)

└── Main Controller/Routing Processing

Core Advantages:

 Two completely independent communication links

 Can maintain both links online simultaneously (dual-active mode)

 Hardware-level fault isolation

3. Detailed Working Principles of Single Module

Dual-SIM

3.1 SIM Card Switching Mechanism



The core of single module dual-SIM solution is intelligent switching logic.

Primary/Backup Mode:

1. SIM1 works continuously as primary card

2. Switching triggered when detecting following situations:

o Signal strength below threshold (e.g., RSSI < -110dBm)

o Consecutive ping failures exceeding set number

o Network registration failure

3. Automatic switch to SIM2, attempt connection recovery

4. Optional automatic fallback when primary card recovers

Load Balancing Mode:

 Alternately use both cards according to time or traffic strategy

 Suitable for scenarios with distributed data package usage

3.2 Switching Delay Analysis

Typical Switching Process Timeline:

Signal Quality Monitoring (1-3 seconds)

→ Decision Trigger (immediate)

→ RF Link Switching (1-2 seconds)

→ Network Re-registration (3-5 seconds)

→ Data Session Recovery (1-2 seconds)

Total Switching Delay: Typically between 6-12 seconds

Influencing Factors:

 Carrier network response speed

 Module chip performance (Qualcomm/Quectel/Fibocom, etc.)

 Degree of software algorithm optimization

3.3 Technical Limitations

Cannot Achieve True Seamless Switching:

 Switching process inevitably has brief connection interruption

 May cause delays for applications with extremely high real-time requirements (such as

VoIP)



4. Dual Module Solution Architecture and

Implementation

4.1 Dual-Active Mode (Active-Active)

Working Principle:

 Both modules maintain network connections simultaneously

 Main controller chip monitors both link statuses in real-time

 Immediately switches traffic to other link when one link fails

Technical Implementation Scheme:

Application Layer Data Flow

↓

Link Management Layer

├── Health Monitoring

├── Traffic Distribution

└── Fault Failover

↓

Module A (4G) + Module B (5G)

↓

Carrier A Network + Carrier B Network



Switching Delay: < 100 milliseconds (theoretically achievable at millisecond level)

4.2 Primary-Backup Mode (Active-Standby)

Operation Strategy:

 Module A as primary link carries all traffic

 Module B remains in standby state (registered in network but not transmitting data)

 Rapid activation of backup link when primary link fails

Advantages:

 Reduced power consumption (backup module in low-power mode)

 Saves data traffic costs

4.3 Multi-Carrier Aggregation

Advanced applications can implementMulti-Link Aggregation (Link Aggregation):

 Simultaneously use both links for data transmission

 Implemented through MPTCP (Multipath TCP) or SD-WAN technology

 Theoretical bandwidth doubling

5. Core Comparison

Dual Module vs. Single Module Dual-SIM Comparison Table

Comparison

Dimension
Single Module Dual-SIM Dual Module Solution

Fault Failover

Delay
6-12 seconds

<100ms (Dual-Active) / <3s

(Primary-Backup)

Hardware Cost Low (single module)
High (dual modules +

additional PCB area)

Power

Consumption
Lower Higher (dual-active mode)

Reliability
Medium (module failure =

complete failure)

High (hardware-level

redundancy)

Simultaneous ❌Not supported ✅Supported



Comparison

Dimension
Single Module Dual-SIM Dual Module Solution

Online

Bandwidth

Aggregation
❌Not supported ✅Achievable

Carrier

Isolation
Logical isolation Physical isolation

System

Complexity
Low Medium

Application

Scenarios

Cost-sensitive

applications

Mission-critical

applications

6. Wavetel WR677-D Product Introduction

6.1 Product Positioning

Wavetel WR677-D Dual-5G Cellular Industrial Router is a high-end industrial-grade

communication device using dual module dual-SIM architecture, designed

specifically for mission-critical applications.

6.2 Core Technical Specifications

Dual 5G Module Configuration:

 Module A + Module B: Two independent 5G cellular modules

 5G Standards: 3GPP Rel-16 compatible, supports Sub-6GHz bands

 Network Modes: 5G SA (Standalone) and NSA (Non-Standalone) dual-mode

 Backward Compatibility: Full support for 4G LTE/3G networks

Network Interfaces:

 2.5GE Port × 1: Supports 2.5Gbps high-speed Ethernet

 GE Ports × 4: Gigabit Ethernet ports

 Wi-Fi 6 Dual-Band: 2.4GHz + 5GHz, AX1800 standard

 Serial Ports: RS232 + RS485

 I/O Ports: Rich digital input/output interfaces

Redundancy & Reliability:

 Dual Module Dual-SIM: 4 SIM card slots (2 per module)



 WAN Failover: Automatic switching between cellular WAN and Ethernet WAN

 Hardware Watchdog: Automatic detection and recovery from system failures

 Operating Temperature: -40°C to +75°C (industrial grade)

Security & Management:

 VPN Protocols: PPTP, L2TP, IPSec, GRE, OpenVPN, WireGuard

 Industrial Protocols: Native Modbus, MQTT support

 Remote Management: Web GUI, SSH, TR069, SNMP, SMS, RMS

6.3 WR677-D Unique Advantages

True Hardware-Level Redundancy

Compared to single module dual-SIM solutions, WR677-D's two independent

modules provide:

 Physical Isolation: Complete failure of one module doesn't affect the other

 Zero Single Point of Failure: Avoids single module chip defects causing total failure

 Cross-Carrier Protection: Can use different carrier SIM cards for network-level

redundancy

Millisecond-Level Switching Performance

 Dual-Active Mode Switching < 100ms

 Primary-Backup Mode Switching < 3 seconds

 Far superior to single module dual-SIM's 6-12 second delay

Bandwidth Aggregation Capability

Through enabling multi-link aggregation:

 Theoretical downlink speed can reach 4-5 Gbps (dual 5G aggregation)

 Meets high-bandwidth requirements such as 4K video transmission, big data real-time

upload

Flexible Deployment Strategies

Can be configured according to requirements as:

 Dual-Active Mode: Highest availability, for finance, healthcare, and other critical

scenarios

 Primary-Backup Mode: Balance reliability and cost, suitable for smart manufacturing

 Load Balancing: Traffic distribution, optimize carrier package usage



6.4 Typical Application Scenarios

Mission-Critical Applications:

 ✅ Financial Payment Terminals: POS machine transactions cannot be interrupted

 ✅ Emergency Command Vehicles: Multi-network redundancy at disaster sites

 ✅ Autonomous Vehicle Test Cars: Remote control latency <50ms

 ✅ Live Broadcast Vehicles: Dual-link aggregation ensures smooth 4K video

High-Value Industrial Applications:

 ✅ Smart Grid Monitoring: Primary-backup dual modules avoid control failure

 ✅ Oil & Gas Pipelines: Remote SCADA system high-reliability connection

 ✅ Rail Transit: Train control system redundant communication

 ✅ Port Automation: AGV dispatching system zero-interruption requirement

Cross-Border/Roaming Applications:

 ✅ RV Travel: Automatic switching to optimal network across countries

 ✅ Commercial Fleet Management: Real-time tracking across regions

 ✅ International Logistics: Global supply chain visibility

7. Network Reliability and Failover Mechanism

Comparison

7.1 Fault Detection Capability

Single Module Dual-SIM:

 Depends on module's own signal monitoring

 Cannot detect module hardware failure itself

 Detection dimensions: signal strength, network registration status, ping tests

Dual Module Solution (WR677-D):

 Main controller chip can independently monitor each module status

 Can detect module failures, firmware crashes, and other hardware issues

 Detection dimensions: module response, link quality, data throughput



7.2 Carrier Network Isolation

Example Scenario: A carrier's core network failure causes large-scale network

outage

Solution Coping Capability

Single Module

Dual-SIM

If both cards belong to same carrier, cannot

circumvent

Dual Module

(WR677-D)

Can use different carrier SIM cards, achieve true

network redundancy

7.3 Real Application Case Comparison

Case 1: Smart Meter Reading System

 Requirement: Daily batch data upload early morning, 10-second switching delay

acceptable

 Choice: Single module dual-SIM (obvious cost advantage)

Case 2: Highway ETC Portal Frame

 Requirement: Real-time vehicle recognition and billing, requires imperceptible switching

 Choice: Dual module dual-active (WR677-D, millisecond-level switching guarantees

experience)

Case 3: Financial ATM

 Requirement: Transaction process cannot be interrupted, high security requirements

 Choice: Dual module primary-backup (WR677-D, hardware redundancy + encrypted

VPN)

8. Cost, Power Consumption, and System

Complexity Analysis

8.1 Detailed Cost Breakdown

Single Module Dual-SIMMaterial Cost:



 Dual-SIM cellular module: $25-$50

 SIM card slots × 2: $2

 Total incremental cost: ~$30

Dual Module Solution (WR677-D class) Material Cost:

 Cellular modules × 2: $50-$100

 SIM card slots × 4: $4

 Additional RF components: $5-$10

 Increased PCB area: $3-$5

 Total incremental cost: ~$60-$120

Cost Ratio: Dual module solution approximately 2-4 times single module

WR677-D Pricing Analysis:

 Market price: $2,600

 Positioning: High-end industrial applications

 Value proposition: Hardware redundancy + millisecond switching + 5-year warranty

8.2 Power Consumption Comparison (Typical Values)

Operating Mode
Single Module

Dual-SIM

Dual Module

(Primary-Backup)

Dual Module

(Dual-Active)

Standby Power 50-100mW 80-150mW 150-300mW

Transmission Peak 2-4W 3-5W 5-8W

Daily Average

Consumption
0.5-1W 0.8-1.5W 2-3W

Impact on Battery-Powered Devices:

 Single module dual-SIM can extend battery life by approximately 30-50%

 Dual module dual-active requires larger battery capacity or more frequent charging

WR677-D Power Optimization:

 Supports primary-backup mode to reduce power consumption

 Intelligent sleep mechanism

 Recommended DC 12-48V wide voltage power supply

8.3 Development Complexity

Single Module Dual-SIM:



 Driver development: Use module manufacturer SDK, 2-3 weeks

 Switching logic: State machine development, 1-2 weeks

 Testing validation: Carrier compatibility testing, 2-3 weeks

Dual Module Solution:

 Hardware design: Dual module PCB layout optimization, additional 1-2 weeks

 Software architecture: Link management layer development, 3-4 weeks

 Testing validation: Dual-link collaboration testing, 3-4 weeks

Development Cycle Difference: Dual module solution additional 4-6 weeks

9. Typical Application Scenario Analysis

9.1 Scenarios Suitable for Single Module Dual-SIM

Characteristics:

 Cost-sensitive

 Can tolerate second-level switching delay

 Single carrier coverage sufficient

Application Examples:

1. Smart Parking: Payment data upload can tolerate brief interruption

2. Environmental Monitoring Stations: Hourly data reports, low real-time requirements

3. Shared Devices: Large-scale deployment, cost control is primary consideration

4. Agricultural IoT: Backup card for signal blind zones in remote areas

9.2 Scenarios Suitable for Dual Module Solution (WR677-D)

Characteristics:

 Mission-critical applications

 Requires near-zero interruption

 Needs bandwidth aggregation

Application Examples:

1. Financial Payment Terminals: POS machine transactions cannot be interrupted

2. Emergency Command Vehicles: Multi-network redundancy at disaster sites



3. Autonomous Vehicle Test Cars: Remote control latency <50ms

4. Live Broadcast Vehicles: Dual-link aggregation ensures smooth 4K video

5. Smart Grid: Distribution automation system real-time control

6. Rail Transit: Train signaling and control systems

7. Medical Image Transmission: Remote surgery/diagnosis high bandwidth low latency

9.3 Hybrid Deployment Strategy

Urban Distribution Network Monitoring Project Case:

Station Type Quantity
Solution

Choice
Rationale

Core Substations
50

stations

Dual Module

Solution

(WR677-D)

Large failure impact area,

requires highest reliability

Secondary

Distribution

Cabinets

500

stations

Single Module

Dual-SIM

Large quantity

cost-sensitive, single point

failure impact controllable

Overall Cost Optimization: Compared to using dual modules throughout, saves

approximately 40%

10. How to Choose the Right Solution for Your

Project

10.1 Decision Tree Model

Start

↓

Need <1 second switching?

├─Yes→ Dual Module (Dual-Active) - WR677-D

└─No

↓

Is single module failure impact unacceptable?

├─Yes→ Dual Module (Primary-Backup) - WR677-D

└─No

↓

Need bandwidth aggregation?



├─Yes→ Dual Module (Aggregation) - WR677-D

└─No

↓

Is budget very tight?

├─Yes→ Single Module Dual-SIM

└─No→ Comprehensive Evaluation→ Recommended Single Module

Dual-SIM

10.2 Key Evaluation Dimensions

Business Continuity Requirement Scoring:

Interruption

Tolerance
Score Recommended Solution

<100ms 5 points Dual Module Dual-Active (WR677-D)

<3 seconds 4 points Dual Module Primary-Backup (WR677-D)

<10 seconds 3 points Single Module Dual-SIM (optimized)

<60 seconds 2 points Single Module Dual-SIM (standard)

Minute-level

acceptable
1 point

Single Module Single-SIM + manual

intervention

Cost Sensitivity Assessment:

 Consumer products: Single module dual-SIM

 Industrial products: Evaluate based on specific application

 Critical infrastructure: Dual module (WR677-D) no alternative

WR677-D Applicability Checklist:

 ☑ Failure cost > $10,000/hour

 ☑ Requires 5+ years long-term reliable operation

 ☑ Harsh deployment environment (-40°C or +60°C+)

 ☑ Requires cross-carrier network redundancy

 ☑ High bandwidth requirement (>500Mbps)

 ☑ Requires industrial protocol support (Modbus/MQTT)

Meets 3+ items → Strongly recommend WR677-D



11. Industry Development Trends and Future

Directions

11.1 New Changes in the 5G Era

Network Slicing Technology:

 Single physical connection can virtualize multiple logical networks

 May weaken physical redundancy requirements

Edge Computing Integration:

 MEC (Multi-Access Edge Computing) nodes can provide local failover

 Cloud-side intelligent multi-link scheduling

WR677-D's 5G Advantages:

 Dual 5G modules fully utilize network slicing

 Ultra-low latency (<10ms) supports industrial real-time control

 High bandwidth supports edge AI computing

11.2 Software-Defined Evolution

Virtualized Cellular Modules:

 Universal hardware platform + software-defined radio

 Future may achieve single hardware multi-virtualized module

AI-Driven Link Optimization:

 Machine learning predicts network quality

 Proactive switching replaces reactive response

WR677-D Software Capabilities:

 Firmware OTA remote upgrade

 Cloud platform-based intelligent link management

 Supports third-party Software-Defined Networking (SDN) integration

11.3 Standardization Process



3GPP R18 and Subsequent Versions:

 Enhanced Dual Connectivity (EN-DC) standards

 Cross-carrier seamless switching protocols

Industrial Internet Consortium Promotion:

 Formulation of industrial cellular communication redundancy standards

 Interoperability testing certification system

12. Summary and Recommendations

Core Points Review

Single Module Dual-SIM:

 ✅ High cost-effectiveness, suitable for large-scale deployment

 ✅ Obvious power consumption advantages

 ❌ 6-12 second switching delay, brief interruptions exist

 ❌ Cannot prevent module hardware failures

Dual Module Solution (WR677-D):

 ✅Millisecond-level switching, true high availability

 ✅ Hardware-level redundancy, highest reliability

 ✅ Supports bandwidth aggregation and other advanced features

 ❌ Cost and power consumption significantly increased

 ❌ System complexity increased

Ultimate Recommendations

There is no absolute "optimal solution", only the most suitable choice. Engineers

need to make comprehensive trade-offs based on:

1. Business SLA Requirements (Service Level Agreement)

2. Budget Constraints

3. Deployment Environment Characteristics (carrier coverage, power conditions)

4. Maintenance Capability (whether remote or on-site intervention is possible)

Wavetel WR677-D Core Value:



 Provides hardware-level assurance for mission-critical applications

 Millisecond-level switching achieves near-zero interruption

 Dual 5G aggregation meets future bandwidth requirements

 Industrial-grade design ensures long-term reliable operation

 Complete security and management functions

For mission-critical applications with allowable budgets, WR677-D's ROI (Return on

Investment) often far exceeds its cost premium.

13. Frequently Asked Questions

Q1: Can single module dual-SIM use both cards for internet simultaneously? A: No.

Due to shared RF link, only one card is active at any moment, the other is in standby.

Q2: Must both modules in dual module solution be the same model? A: Not

mandatory, but same model recommended to simplify driver development and

maintenance. Mixing different brands requires handling compatibility issues.

Q3: Will TCP connections disconnect during switching? A: In single module dual-SIM

solution, yes, application layer needs to reconnect. Dual module dual-active can

maintain connection through MPTCP and other technologies.

Q4: Does redundancy with two cards from same carrier make sense? A: Limited

benefit. Can handle SIM card physical failures or account issues, but cannot handle

carrier network failures. Cross-carrier deployment recommended.

Q5: Can satellite communication serve as third layer redundancy? A: Yes. Some

high-end industrial routers support "cellular + satellite" combination, satellite as

ultimate backup, higher cost but global coverage.

Q6: What impact does eSIM technology have on these two solutions? A: eSIM

simplifies SIM card management but doesn't change the essential differences in

redundancy architecture. Dual module solution still requires two independent eSIM

chips.

Q7: Does WR677-D support global roaming? A: Yes. By configuring SIM cards from

different carriers, can achieve automatic switching to optimal network across

countries/regions.

Q8: How to effectively test redundancy switching? A: Recommended tests include:

 Physically removing primary SIM card

 RF signal shielding (Faraday cage)



 Simulating carrier network failure (firewall rules)

 Long-term stability testing (7×24 hours)

Q9: Do regulatory authorities have special requirements for dual-SIM devices? A:

Some countries/regions require dual-SIM devices must support emergency calls

(such as E911). Consult local certification authorities (such as FCC, CE, 3C).

Q10: What about WR677-D's warranty and technical support? A: Wavetel provides:

 5-year warranty period

 7×24 technical support hotline

 Remote firmware upgrade

 Professional on-site service (for enterprise customers)

 Comprehensive technical documentation and training

About Wavetel

Wavetel IoT is a leading provider of industrial-grade cellular communication

solutions. With deep expertise in 4G/5G technology and industrial networking, we

deliver robust, reliable, and innovative products designed for the harshest

environments and most demanding applications.

Contact Information:

 Email: info@waveteliot.com

 Phone: +852-5199 7479

 Website: www.waveteliot.com

 Address: Flat 1503, 15/F, Carnival Commercial Building, 18 Jave Road, North Point, Hong

Kong

Product Portfolio:

 WR1XX Series: Entry-level 4G industrial routers

 WR2XX Series: Mid-range 4G/5G routers

 WR5XX Series: Advanced 5G routers with AI capabilities

 WR6XX Series: Enterprise-grade dual module solutions
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